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Application Papers 

9) Q The specification is objected to by the Examiner. 

10) ^ The drawing(s) filed on 28 October 2003 is/are: a)^ accepted or b)D objected to by the Examiner. 

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a). 
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d). 

1 1) D The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152. 

Priority under 35 U.S.C. § 119 

12) D Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 
a)D All b)D Some * c)D None of: 

1 .□ Certified copies of the priority documents have been received. 

20 Certified copies of the priority documents have been received in Application No. . 

3.Q Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 17.2(a)). 
* See the attached detailed Office action for a list of the certified copies not received. 



Attach ment(s) 

1) ^ Notice of References Cited (PTO-892) 4) □ Interview Summary (PTO-41 3) 

2) □ Notice of Draftsperson's Patent Drawing Review (PTO-948) Paper No(s)/Mail Date. . 

3) □ Information Disclosure Statement(s) (PTO/SB/08) 5 ) □ Notice of Informal Patent Application 

Paper No(s)/Mail Date . 6) □ Other: . 

'TOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20091 1 1 9 



Application/Control Number: 10/695,277 
Art Unit: 2425 



Page 2 



DETAILED ACTION 
Response to Amendment 

This action is in response to applicant's amendment filed 07/24/2009. claims 1 and 1 1 
were cancelled. Claims 12-20 were added. This action is made FINAL. 

Response to arguments 
Applicant's arguments with respect to claims 2-10, 12-20 have been considered but 
are moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC §103 
The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 1 02 of this title, if the differences between the subject 
matter sought to be patented and the prior art are such that the subject matter as a 
whole would have been obvious at the time the invention was made to a person having 
ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

Claims 2-10, 12-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Redmond et al in view of Heer et al, US No.5999629. 

Re claim 2, Redmond et al disclose wherein the remote server is adapted to cause 
transmission of a decryption key to said-the requesting subscriber the decryption key 
being necessary to decrypt the video program(On the user's side, the decryption key is 
used to decrypt the media file, col. 12, lines 30-31). 

Re claim 3, Redmond et al did not explicitly disclose the video program in the second 
encrypted form is encrypted according to a public key associated with the requesting 
subscriber, the public key having an associated with it a private key necessary to 
decrypt the video program in the second encrypted form. 
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However, Heer et al disclose the video program in the second encrypted form is 
encrypted according to a public key associated with the requesting subscriber, the 
public key having an associated with it a private key necessary to decrypt the video 
program in the second encrypted form(public key generated by a security module 
associated with the requester,col.2, lines 1-2;private key, col.4, line 34; decrypt the 
encrypted program, col.4, line 7). 

It would have been obvious for any person of ordinary skill in the art at that time the 
invention was made to incorporate the teaching of Heer into the invention of Redmond 
for the purpose of making the system safer against unauthorized user in using private 
key and public key before decrypting a program. 

As claim 4, the claimed "the private key having an associated public key necessary to 
decrypt the video program in the second encrypted form..." is composed as the same 
structural elements as previously discussed with respect to claim 3. 

Re claim 5, Redmond et al did not explicitly disclose wherein the video 
program in the second encrypted form is encrypted according to a public key, the public 
key having an associated private key necessary to decrypt the video program in the 
second encrypted form, the system further comprising: the remote server transmitting 
the private key to the requesting subscriber. 

However, Heer et al disclose wherein the video program in the second encrypted form 
is encrypted according to a public key, the public key having an associated private key 
necessary to decrypt the video program in the second encrypted form, the system 
further comprising: the remote server transmitting the private key to the requesting 
subscriber(see fig .1 , element 60; server 60 then transmits the message in sequence 
with other such messages to communications path 61 for transmission to the subscriber 
terminals, col. 7, lines 45-48). 
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It would have been obvious for any person of ordinary skill in the art at that time the 
invention was made to incorporate the teaching of Heer into the invention of Redmond 
for the purpose of allowing only authorized requested users to decrypt the content. 

Re claim 6, Redmond et al did not explicitly disclose the private key is encrypted prior 
to transmission to the requesting subscriber. 

However, Heer et al disclose the private key is encrypted prior to transmission to the 
requesting subscriber(The private key is another device unique encryption key, 
S. sub. id, that is also generated during the manufacture of the respective module and 
stored in a secured/protected memory location, col .4, lines 34-38). 

It would have been obvious for any person of ordinary skill in the art at that time the 
invention was made to incorporate the teaching of Heer into the invention of Redmond 
for the purpose of allowing the terminal to receive the private key before any request. 

Re claim 7, Redmond et al did not explicitly disclose wherein the remote is adapted to 
transmit the video program in the second encrypted form to the requesting subscriber 
via a first communications channel and is adapted to transmit a decryption key to the 
requesting subscriber via a second communications channel. 

However, Heer et al disclose wherein the remote is adapted to transmit the video 
program in the second encrypted form to the requesting subscriber via a first 
communications channel and is adapted to transmit a decryption key to the requesting 
subscriber via a second communications channel(see fig. 1 , the system uses bus 41 for 
encrypted video program and bus 61 for sharing key; col. 6, lines 17-24). 

It would have been obvious for any person of ordinary skill in the art at that time the 
invention was made to incorporate the teaching of Heer into the invention of Redmond 
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for the purpose of allowing the system to use two different channels for transmitting 
keys and video. 

Re claim 8, Redmond et al disclose wherein the video program in the second 
encrypted is encrypted according to a Data Encryption Standard "DES"( provides digital 
protection of the media file by encrypting it using strong encryption algorithms 46 such 
as CAST-128, IDEA, Triple-DES, or other high-grade encryption technology,col.6,lines 
29-32). 

Re claim 9, Redmond et al disclose did not explicitly wherein the remote server is 
adapted to multiplex the video program in the second encrypted form and other signals 
to create a multiplexed signal for transmission to the requesting subscriber. 

However, Heer et al disclose wherein the remote server is adapted to multiplex the 
video program in the second encrypted form and other signals to create a multiplexed 
signal for transmission to the requesting subscriber(multiplexer, col. 9. lines 63-65). 

It would have been obvious for any person of ordinary skill in the art at that time the 
invention was made to incorporate the teaching of Heer into the invention of Redmond 
for the purpose of allowing the system to transmit a plurality of signals in one channel. 

Re claim 10, Redmond et al disclose further comprising the at least one programming 
source wherein the at least one programming source comprises at least one of a 
television broadcasting source, a premium broadcast source, and a video-on-demand 
source (see fig . 1 ; video-on-demand systems, col.4, lines 32). 

Re claim 12, Redmond et al disclose an interactive information distribution system 
comprising: a distribution center comprising a remote server(see fig.3); 

the remote server configured to store in storage a video program encrypted in a 
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first encrypted form received from at least one programming source which is located 
remote from the remote server(see fig.3, element 26; The resulting media file archive 
26, which has been optionally compressed, watermarked, and encrypted, is stored in 
the media file database 18,col.6, lines 34-36; the preferred system of the present 
invention incorporates pre-encrypted media file data stored in the media file 
database, col.4, lines 47-49) 

the remote server configured to retrieve the video program encrypted in the first 
encrypted form from the storage and processing the video program encrypted in the first 
encrypted form responsive to a subscriber request to produce a decrypted video 
program(media file archive comprising one or more pre-compressed and pre-encrypted 
media data files, said server being for receiving one or more transmission requests for a 
selected media file from a plurality of users,col.2, lines 34-38). 

But did not explicitly disclose the remote server configured to process the decrypted 
video program to produce a video program in a second encrypted form; and the remote 
server configured to transmit the video program in the second encrypted form to the 
requesting subscriber. 

However, Heer et al disclose the remote server configured to process the decrypted 
video program to produce a video program in a second encrypted form; and the remote 
server configured to transmit the video program in the second encrypted form to the 
requesting subscriber(decrypts the encrypted program encryption key using CV. Module 
50 then re-encrypts the program encryption key using its device unique key, col. 5, lines 
59-62; Processor then transmits the message over bus 41 for distribution to the 
subscriber terminals, col. 7, lines 17-18). 

It would have been obvious for any person of ordinary skill in the art at that time the 
invention was made to incorporate the teaching of Heer into the invention of Redmond 
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for the purpose of making the system safer against unauthorized user in using re- 
encryption or double encryption technique. 

As claim 13, the claimed "the remote server configured to process a video program 
encrypted in the first encrypted form received from at least one programming source, 
which is located remote from the remote server, to produce a decrypted video 
program..." is composed as the same structural elements as previously discussed with 
respect to the rejection of claim 12. 

Re claim 14, is met as previously discussed with respect to claim 2. 
Re claim 15, is met as previously discussed with respect to claim 5. 
Re claim 16, is met as previously discussed with respect to claim 6. 
Re claim 17, is met as previously discussed with respect to claim 7. 
Re claim 18, is met as previously discussed with respect to claim 8. 
Re claim 19, is met as previously discussed with respect to claim 9. 
Re claim 20, is met as previously discussed with respect to claim 10. 
Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Jean Duclos Saintcyr whose phone number is 571 -270- 
3224. The examiner can normally reach on M-F 7:30-5:00 PM EST. If attempts to reach 
the examiner by telephone are not successful, his supervisor, Brian Pendleton, can be 
reach on 571-272-7527. The fax number for the organization where the application or 
proceeding is assigned is 571-273-8300. Information regarding the status of an 
application may be obtained from the Patent Application Retrieval (PAIR) system. 
Status information for published applications may be obtained from either private PAIR 
or Public PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see htpp://pair- 
direct.uspto.gov. Should you have questions on access to the private PAIR system, 
contact the Electronic Business Center (EBC) at 866-21 7-91 97(toll free). If you would 
like assistance from a USPTO Customer Service Representative or access to the 
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automated information system, dial 800-786-91 99(IN USA OR CANADA) or 571-272- 
1000. 

/Jean Duclos Saintcyr / 



/Brian T. Pendleton/ 

Supervisory Patent Examiner, Art Unit 2425 



